PIEST SYSTEMS Automotive Embedded Testing Syllabus

PIEST Systems
PIEST SYSTEMS (OPC) PRIVATE LIMITED

Automotive Embedded Testing

6-Month Expert Course

To develop advanced Automotive Test Engineers with expertise across all major
communication and diagnostic protocols, automation, and Al-based testing using TESAF,
PCAN, and BusMaster.

i Detailed Week-by-Week Syllabus

Month 1: Automotive Testing Foundations

Week 1:
e Automotive E/E Architecture Overview
e ECU Types: Powertrain, Chassis, Body Control, Infotainment
e Embedded System Components and Real-Time Concepts
o Verification vs Validation in Automotive Context

Week 2:
e Software Testing Lifecycle (STLC) in Automotive
e Test Case Design Techniques & Requirement Traceability
e STLC & Defect Lifecycle using JIRA

Week 3:
¢ Introduction to Automotive Communication Protocols

e Basics of CAN, LIN, FlexRay, Ethernet & DolP
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Week 4:
e TESAF Tool Overview: CAN Analyzer, Diagnostic Console, Report Generator

e Capturing and Logging CAN Frames

Month 2: CAN Family Protocols
Week 5:
e Deep Dive: CAN & CAN-FD
e Bit Timing, Arbitration, Error Handling, CRC
e  Multi-channel CAN Analysis in TESAF
Week 6:
e CAN-XL Protocol: Architecture, Frame Types, Compatibility
e Performance Differences: CAN vs CAN-FD vs CAN-XL
Week 7:
e CAN-TP (I1SO 15765-2): Flow Control, Multi-Frame Transmission
e Configuration in TESAF & Validation Scenarios
Week 8:
e Diagnostic Data over CAN (DoCAN)

e Cross-validation using PCAN and TESAF

Month 3: LIN, Ethernet, and DolP
Week 9:
e LIN Protocol: Frame Structure, Scheduling Table, Error Handling
e Practical: LIN Testing with TESAF LIN Monitor
Week 10:
e LIN-TP: Transport Layer Concepts & Testing
e Comparison: LIN vs CAN
Week 11:
¢ Ethernet Fundamentals in Automotive: MAC, IP, ARP, TCP, UDP

e Practical: TCP & UDP Frame Capture in TESAF
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Week 12:
e DolP (ISO 13400): Diagnostic Communication over IP

e End-to-End Testing in TESAF DolP Client

Month 4: Diagnostics, Calibration & Advanced Protocols
Week 13:
e UDS (ISO 14229): Service IDs 0x10-0x3E Detailed Study
e UDS Session Control, DIDs, Routines, Security Access
Week 14:
e OBD-Il Protocol: PID Request, DTC Handling, Freeze Frames
Week 15:
¢ FlexRay Protocol: Communication Cycle, Static/Dynamic Segments
Week 16:

e FlexRay-TP & XCP Protocols: Calibration and Measurement Concepts

Month 5: Automation & Al-Driven Testing
Week 17:
e Python Automation for Testing (python-can, pandas, JSON logs)
e Writing and Executing Test Scripts in TESAF API
Week 18:
e Al Tools for Automation (ChatGPT, DeepSeek, Grok)
e Generating Test Scripts and Reports using Al
Week 19:
¢ Intelligent Log Analysis and Error Classification
e Al-based Regression & Negative Testing
Week 20:
e Report Automation and Dashboarding in TESAF

e Generating KPI Reports for Test Coverage
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Month 6: Real-Time Projects & Job Assistance
Week 21:
e Project 1: Full ECU Diagnostic Validation (CAN, CAN-FD, UDS, DolP)
e Requirement - Execution - Defect - Reporting
Week 22:
e Project 2: Multi-Bus Network Validation (LIN, FlexRay, Ethernet)
e Combined Protocol Testing and Cross-Network Diagnostics
Week 23:
¢ Resume Building and Automotive Interview Preparation
e Mock Interviews by Industry Professionals
Week 24:
e Job Assistance & Industry Readiness Review

e Certification & Portfolio Submission

3-Month Professional Course

To master CAN, CAN-TP, and UDS diagnostic testing with tool-based training on TESAF,
PCAN, and BusMaster, plus an introduction to Al-based test scripting.

i Detailed Week-by-Week Syllabus
Month 1: ECU Testing Fundamentals & CAN Protocol
Week 1:
¢ Automotive ECU Architecture Deep Dive
¢ ECU Communication Layers (Application, Transport, Data Link, Physical)
e Understanding Vehicle Network Topology
e ECU Testing Roles in Automotive Projects
Week 2:
e CAN Protocol Basics — Arbitration, Bit Timing, Error Handling
e CAN Message Frame Structure (Standard & Extended Frames)

e CAN Bus Physical Layer, Baud Rate & Termination
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e Using PCAN-View to Capture and Monitor Frames
Week 3:

e CAN Message Filtering & Trace Analysis

e Understanding CAN Signal Encoding

e Introduction to TESAF CAN Analyzer

e Live Practical: Capture, Filter, and Decode CAN Messages
Week 4:

e Diagnostic Communication Flow

e Linking CAN Data with ECU Functions

e Introduction to CAN-FD (Conceptual Overview)

e Week-End Review & Assessment

Month 2: CAN-TP & UDS Protocol Testing
Week 5:
e CAN-TP Protocol Overview (ISO 15765-2)
¢ Flow Control, Multi-Frame, Segmentation & Reassembly
e Configuring and Sending CAN-TP Frames in TESAF
Week 6:
e UDS Protocol Introduction (ISO 14229)
¢ Understanding Diagnostic Sessions & Service IDs
e UDS Request/Response Frame Structure
Week 7:
e Common UDS Services:
o 0x10 Diagnostic Session Control
o 0x11 ECU Reset
o 0x22 Read Data by Identifier (DID)
o O0x2E Write Data by Identifier
o 0x31 Routine Control
e Negative Response Codes (NRCs)
Week 8:

e Security Access & Seed-Key Process
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Real-Time Diagnostics on CAN Bus using TESAF Diagnostic Console

e Validation of Diagnostic Sequences

Month 3: Al Integration Basics & Project Work
Week 9:
e Introduction to Al Tools (ChatGPT, DeepSeek, Grok) for Test Automation
e Using Al to Generate Test Cases & Reports
e Basics of Python Test Automation (python-can, pandas)
Week 10:
¢ Real-Time Project — UDS Diagnostic Testing using TESAF
e Requirement Analysis, Test Case Creation, Execution & Logging
Week 11:
e Test Report Preparation
e Review of Defects, Root Cause, and Reporting Standards
Week 12:
¢ Final Project Presentation & Evaluation

e Career Orientation: Resume Building, Interview Prep

1-Month Foundation Course

To introduce students to automotive electronics, ECU architecture, communication protocols, and
testing methodologies using TESAF and PCAN tools.

i Detailed Week-by-Week Syllabus
Week 1 - Introduction to Automotive Systems & Testing
e Overview of Automotive Electrical and Electronic Systems
e ECU Basics: Purpose, Inputs/Outputs, and Control Logic
e Sensors, Actuators, and Vehicle Networks
¢ Embedded Systems in Automotive: Types and Architecture
e What is Automotive Embedded Testing? (White Box, Black Box, Gray Box)
o Difference Between Verification & Validation

Week 2 — Understanding Testing Lifecycle & Test Planning
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Software Testing Lifecycle (STLC) for Automotive

Requirement Analysis, Test Design, Execution, and Reporting

Test Case Creation and Traceability Matrix

Automotive Testing Types: Functional, Regression, Smoke, and Diagnostic Testing
e Practical: Create Simple Test Plan & Log Defect Report (Excel Template)
Week 3 — Communication Systems & Protocols Overview

e Communication Basics: Serial vs Parallel, Synchronous vs Asynchronous

Introduction to UART, SPI, 12C

e Automotive Bus Systems Overview: CAN, LIN, FlexRay, Ethernet

Understanding DBC and LDF Files

TESAF Tool Overview and Live Demo of CAN Bus Visualization

Week 4 - Practical Testing Workflow
e Capturing and Analyzing CAN Messages using TESAF and PCAN
e Introduction to Signal Logging, Filtering, and Plotting
e Interpreting Frames and Identifiers
e Preparing a Functional Test Report

e Mini Project: Analyze CAN data and generate test report

Thank yow
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